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T  he proliferation of social media cre-
ates new and difficult situations for 
employers, including manufactur-

ers. Many employers wonder to what 
extent they can regulate their employee’s 
social media activities.

For better or worse, virtually all our 
employees have smartphones with the 
capacity to text, email, comment, and 
upload photos and videos instantaneous-
ly. Facebook, Twitter, Instagram, and 
YouTube provide our employees with, for 
the most part, an unregulated platform to 
easily and instantly share their personal, 
and potentially controversial, opinions 
publicly, such as negative things about 
their employment.  For example, frustrat-
ed employees might complain about their 
working conditions – or, even worse, 
about their supervisor or management in 
general.

Navigating these situations is not sim-
ple. For example, to combat this, unfortu-
nately, many employers’ initial reaction is 
to ban employees from saying anything 
negative about the employer online and 
on the employees’ personal social media 
accounts – or perhaps even discussing 
work at all, or even demanding their 
social media passwords or logins to 
access their personal media accounts.  
While the First Amendment’s right to free 
speech generally does not apply to actions 
taken by private employers, there are 
Illinois privacy laws and federal laws 
that do.  

For example, the Illinois Right to 
Privacy in the Workplace Act (820 ILCS 
55) prohibits an employer from, among 
other things: (a) requesting, requiring, or 
coercing any employee to provide a user-
name and password or any password or 
other related account information in 
order to gain access to the employee’s 
personal online account or to demand 
access in any manner to an employee’s 
personal online account; or (b) request-
ing, requiring, or coercing an employee 
or applicant to authenticate or access a 
personal online account in the presence 
of the employer.  

Separately, what may be surprising to 
many manufacturers (and employers in 
general), particularly non-unionized 
employers, is that the National Labor 

Relations Board (“NLRB”), which inter-
prets the National Labor Relations Act 
(“NLRA”), has ruled that restricting or 
prohibiting an employee from discussing 
terms and conditions of employment 
(e.g., wages, hours, benefits, working 
conditions) is illegal.  Indeed, Section 7 of 
the NLRA protects those non-superviso-
ry, unionized, and non-unionized work-
ers who use social media to engage in 
“concerted activities for the purpose of 
collective bargaining or other mutual aid 
and protection.” This creates a special 
risk for non-unionized employers who 
are unlikely to be aware of current NLRB 
precedent. They usually draft their social 
media policies using what most people 
would consider common sense and legit-
imate business interests in mind. The 
danger for these employers is that the 
NLRB often finds that these policies vio-
late the NLRA because they may chill the 
exercise of Section 7 rights by employees.  

Notwithstanding, however, employers 
can still encourage employees to think 
before they speak (or type) and remind 
them that behavior akin to unlawful 
harassment of their co-workers may still 
lead to discipline, up to and including 
termination of employment. 

Employer “Dos” for 
Social Media Policies 

• Maintain control over company so-
cial media accounts. As the employer, 
you own them and have a right to access 
them. You should always have the cur-
rent credentials to access company social 
media, even if you assign an employee or 
outside party to oversee the accounts.

• Make sure that any restrictions re-
garding employee conduct on social me-
dia are as narrowly drawn as possible. 
For example, if your company precludes 
employees from disclosing certain cate-
gories of company information (e.g., con-
fidential, financial, or other proprietary 
information), you should define each of 
those terms in the policy with specific 
examples of the types of documents and 
information that fall under each of these 
broader terms. These examples should 
identify clearly protectable interests like 
trade secrets, marketing plans, business 
strategies, customer lists, research and 

development activities, and pricing infor-
mation.  

• Encourage employees to be respect-
ful and to avoid statements that could 
be interpreted as threatening, harassing, 
or defaming, for example, posts about 
co-workers, supervisors, or the employer, 
competitors, or suppliers that are vulgar, 
obscene, threatening, harassing, libelous, 
or discriminatory based on a protected 
class (but be careful about regulating neg-
ative posts made in the context of discuss-
ing terms and conditions of employment 
protected by the NLRA, as discussed 
above).

• Include provisions in social media 
policies that require employees who are 
posting about work-related issues or 
company products or services to include 
a disclaimer that their views are their per-
sonal opinions and do not reflect those of 
the company, especially if the employee 
chooses to identify themselves as an em-
ployee of the company on any social me-
dia network.

• Put employees on notice that if the 
employer is conducting an investigation 
into the employee’s alleged misconduct, 
and the employer has a reasonable belief 
that the employee’s personal social media 
activity is relevant to the investigation, 
you may request or require an employee 
to share specific content that has been re-
ported to the employer, without request-
ing or requiring an employee to provide 
the employee’s username and password, 
or other means of authentication that pro-
vides access to an employee’s personal 
online account, for the purpose of view-
ing their social media activity.      

Employer “Don’ts” for Social 
Media Policies and Practices

• Do not include blanket restrictions 
prohibiting employees from defaming 
or otherwise damaging the reputation of 
co-workers, clients, or the company.  The 
NLRB has held such broadly worded re-
strictions will be considered violations of 
an employee’s Section 7 rights.  Further, 
the Illinois Workplace Transparency Act 
prohibits an employer from including a 
provision in any “document” (e.g., em-
ployee handbook) that prevents an em-
ployee from reporting/disclosing allega-
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tions of unlawful workplace conduct to 
government officials or testifying in ad-
ministrative, legislative, or judicial pro-
ceedings about alleged criminal conduct 
or unlawful employment practices. 

• Do not prohibit employees from post-
ing information about their wages, hours, 
or other terms and conditions of employ-
ment. The NLRB has made it clear that 
these are topics that employees generally 
are free to discuss under Section 7 of the 
NLRA, without reprisal.  Further, the Il-
linois Equal Pay Act prohibits employers 
from requiring employees to sign a waiv-
er that prohibits employees from disclos-
ing or discussing information about the 
employee’s wages, salary, benefits, or 
other compensation.

• Do not use information you learn 
from an employee’s personal social media 
account, for example, related to the em-
ployee’s protected activity or the employ-
ee belonging to a protected class, to make 
an adverse decision regarding the em-
ployee.  This could subject the company 
to claims of retaliation or discrimination.

• Do not fail to report and, if appropri-
ate, take prompt remedial action against 
an employee whom you know and/or 
learn is engaging in discriminatory and/
or harassing conduct via social media 
against another employee.  The prohibi-
tion of harassment and discrimination 
in the “work environment” under the 
Illinois Human Rights Act is not limit-
ed to the physical location in which the 
employee is assigned.  This means that 
Illinois employers can be held liable for 
discriminatory and/or harassing con-
duct that occurs outside the workplace of 
which they become aware, for example, 
on social media, but which affects an em-
ployee in the workplace.   

Before taking any adverse action 
against an employee based on an 
employee’s social media use, employers 
should consider the following:

• Does the activity negatively affect 
your business? How?

• Does the activity violate your social 
media policy?

• Are you enforcing the policy uniform-
ly? For example, have other employees 
posted similar content or about similar 

topics without being disciplined?
• Can you legally take action, or is the 

activity in question protected under the 
law? Consult legal counsel if you have 
any doubts.

• How did you learn of the posting 
or conduct? Did you learn in a way that 
could be considered an invasion of priva-
cy, for example under the Right to Privacy 
in the Workplace Act?

• How will taking action affect employ-
ee morale?

• How will the action be perceived by 
the employer’s customers, community, 
and the public if it is publicized?

While the above provides a solid foun-
dation for drafting, amending, and ad-

ministering a social media policy, this is 
still an area of law that is in flux.  Thus, 
best practice dictates that manufacturers 
always think about the legal risks in-
volved, adopt a legally compliant policy, 
and retain knowledgeable employment 
counsel to review the facts related to 
any proposed discipline based on an em-
ployee’s social media use to ensure that 
the discipline does not violate any laws.  
Similarly, manufacturers should retain 
knowledgeable employment counsel to 
analyze any proposed implementation 
or revision of their social media related 
policies to ensure the proposals reflect the 
latest trends in the NLRB’s treatment of 
social media issues.  
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