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Josh Ayers is an assurance partner in 
BDO’s third-party attestation practice. 
He possesses more than 15 years of 
audit and financial reporting experience 
in a variety of industries and over 
13 years of experience providing 
system and organization controls 
(SOC) examinations, WebTrust and 
HITRUST services. He has extensive 
audit and advisory experience serving 
service organizations and technology 
companies, including third-party 
administrators, payment processors, 
application service providers, software 
development companies, data storage 
companies, website hosting and 
development companies, managed 
information technology service 
providers and large governmental 
agencies.

Jarrett Kolthoff is president, CEO and 
founder of SpearTip. A former special 
agent — U.S. Army Counterintelligence, 
with over two decades of experience 
in the field of cybersecurity and 
counterintelligence — Kolthoff is 
one of the industry’s most respected 
authorities on cyber crime, cyber 
terrorism, cybersecurity and cyber 
counterintelligence. He works every day 
with SpearTip’s cyber counterintelligence 
operatives to identify, assess, neutralize, 
exploit and eliminate threats waged 
against the company’s clients. Beyond 
being a leader in his field, Kolthoff also 
stays active in the community, helping 
others improve both professionally 
and personally. You can regularly find 
him working with St. Louis Civic Pride, 
Archdiocese of St. Louis, Midwest 
Cyber Center, Mercy, National Forensic 
Science Technology Center, Washington 
University, Maryville University and others.

JOSH AYERS

Lucie Huger is an officer at Greensfelder, 
Hemker & Gale PC. She provides 
counsel on data breaches, including 
those involving health information 
privacy and security matters relating to 
HIPAA, GLBA, as well as state privacy 
laws. Her work includes developing 
compliance programs, providing 
education, coordinating an organized 
approach in addressing data breaches 
and representing clients involved in 
government investigations. She is a leader 
of the firm’s efforts to address privacy and 
security issues for all types of businesses 
and organizations that collect personally 
identifiable information. She is a member 
of the International Association of Privacy 
Professionals, Missouri Society of Health 
Care Attorneys and St. Louis Area Health 
Lawyers Association.
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What types of businesses are susceptible to 
data breaches?
 
Jarrett Kolthoff: I think as far as organizations and 
the market segments that are most susceptible to 
data breaches, it really is across the board. The 
most targeted are financial services firms, health 
care providers and other organizations that have 
a tremendous amount of personally identifiable 
information (PII) or intellectual property. Most 
organizations that have custodial data understand 
their responsibility to secure it. Unfortunately, the 
mere fact of running their businesses exposes them 
to the possibility of a compromise. 

Lucie Huger: I think we would probably all agree that 
really all businesses are susceptible. There are some 
misperceptions out there that it’s “big business.” It’s 
Home Depot. It’s Target. But really my experience 
is that any business that collects information about 
their employees, information about their clients, 
that have trade secrets, is susceptible to a breach. 
And it doesn’t matter if it’s a third-party intrusion or 
simply negligence relating to an employee. I think all 
businesses are susceptible. 

Josh Ayers: It’s even beyond just the information that 
you hold. It’s the resources that you have. A breach 
of actual information, that’s the normal risk. But 
they might also be after the resources that you have 
from a computing standpoint, leaving your systems 
vulnerable for further breach or further information 

leakage. But I think we all agree there’s no particular 
type anymore. Everybody is at risk. 

Jarrett Kolthoff: It’s not necessarily the Fortune 500. 
Obviously they’re a target. But the mid-tier market 
companies; $100 million to $1 billion in revenue have 
become primary targets. This is primarily because 
their technical maturity level is much lower than the 
Fortune 500. Not to mention, most of the Fortune 
500 have been at this game a lot longer. Mid-tier 
market organizations struggle with the aspect of “At 
what level do we need to be compliant?” With new 
privacy laws coming out, organizations are constantly 
trying to keep up. Now that Europe has their privacy 
laws, you find individual states wanting organizations 
to be at or near the same level as the Europeans. And 
so, Lucie deals with that in trying to figure out which 
state has the most stringent privacy laws, and who 
do I need to report to when there may be a breach of 
information.

Lucie Huger: And it’s not only the businesses that have 
information, but when they entrust it to third parties. 
And sometimes vendors are not sophisticated, even 
though they have signed different agreements and 
disclosures saying that they’ve performed certain 
testing or have certain certifications. These vendors 
know that if they don’t sign such an agreement, then 
it’s a barrier to business, so they do. But oftentimes, 
they’re the weak link.

Are there major industries here in St. Louis that 

are at greater risk than others do you guys think?
 
Josh Ayers: It’s traditionally health care and financial 
services. Those highly regulated industries bear a lot 
of the responsibility. But there really is no longer any 
particular niche or industry group that you can focus 
on. Everybody is a target at this point. 

Jarrett Kolthoff: I would agree with Josh, health 
care organizations and brokerage firms, but also 
publicly traded companies. They’re dealing with 
HIPAA, FINRA, Gramm–Leach–Bliley Act (GLBA), and 
Sarbanes Oxley (SOX). And so those organizations 
are really struggling. When we all look at many of 
our clients and the people we partner with, we often 
look at the compliance aspect. Compliance needs 
to be a byproduct of protecting the brand and 
understanding the risk. If organizations can focus on 
brand protection, along with helping the organization 
deal with those issues and understanding the risk, 
adherence to compliance becomes a byproduct. 

What type of cybersecurity issues are 
happening in the specific St. Louis market? 

Josh Ayers: I think we see in St. Louis a lot of the 
same traditional national trends consistently in the 
news. The buzzword is ransomware. Certainly over 
the last 12 to 18 months, it has been an increasing 
issue. But, again, going beyond just the potential 
target of data, you have a lot of the cryptocurrency 

INSIDE HOW TO PREVENT CYBER HACKS
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and cryptojacking-type risks and considerations 
hitting the market lately. Bitcoin and other 
cryptocurrencies hit market highs at the end of 
last year, which gave hackers a motivation to 
use them  as a focal point for potential attacks. 
This is an example of my earlier comment about 
potentially targeting computing resources versus 
information. A number of recent examples 
with my own clients have been cryptojacking 
scenarios where they weren’t after their data, 
but were instead after their resources. However, 
even if data was not the target, it subjects the 
data to additional risk of loss as well. 

Lucie Huger: It’s the same thing. Ransomware 
is increasing. We see the variables changing. 
But the underlying bad acts are the same. 
And so it’s just a matter, in my view, of being 
prepared. We hear this a lot. It’s not if, but 
when. 

Jarrett Kolthoff: The St. Louis market 
represents several high-profile market 
segments that are common targets, such 
as financial and healthcare. A lot of the incident 
response cases that we have worked with Lucie on, 
revolve around breach of personally identifiable 
information (PII) and ransomware or encryption 
within an organization. In some cases, the adversary 
is compromising a less secure organization and then 
attacking their true target.  Upon completion, they 
encrypt the entire environment and have no intention 
of providing the decryption keys.  They may take 
payment, but they’re surely not going to give you the 
keys to decrypt it, because that’s all the evidence. If 
you are fortunate enough to retrieve the decryption 
keys, plan on this process to take up to several days 
or weeks. These attackers are not known for writing 
efficient code — it will take a while.

Is that happening more now?

Jarrett Kolthoff: Yes, it’s happening more and more. 
And then Lucie had mentioned earlier about the 
issues of third parties. Let’s say there’s a financial firm, 
a mid-tier bank and it has $5 billion in assets. If any 
of their partners log in through an insecure means, 
the adversary can gain unauthorized access, steal 

sensitive data and 
then encrypt the 
environment. How 
the third party 
remotely supports 
an organization is a huge issue.

Josh Ayers: Sometimes these malicious applications 
are just built to proliferate. If a compromised system 
has any connection into other systems and any 
connections into other clients and third parties, and 
those connections aren’t secured properly, then it’s 
the ripple effect. You may not be the target.

What’s your view of the overall cybersecurity 
landscape and the largest threats to 
companies’ IT environment? 

Josh Ayers: I think it’s clear that most companies are 
going through some sort of digital transformation, 
where we’re operating in a more and more 
interconnected environment. While that offers 
up a tremendous amount of capability, access 
and potential, it also opens up a lot of risk and 

vulnerabilities. There’s no doubt that this dynamic 
will continue to be the case. We can’t and don’t want 
to stop that from happening, but what we have to do 
is build a cybersecurity risk management program, 
and build our controls and processes and policies 
to acknowledge that and work within that space. 
But certainly the digital transformation across all 
industries represents an incredible increase in risk for 
our clients and for everyone in the market. 

Cybersecurity seems so complex. What are the 
simple things that we can do to help protect 
valuable information and data? 

Jarrett Kolthoff: We hear a lot from the compliance 
standards, the password’s complexity, gaining access 
to organizations remotely via secure means. Most 
organizations are doing the basic blocking and tackling. 
It’s not a matter of if, but when. So how are organizations 
preparing for the inevitable? After 9/11 we heard a lot 
about business continuity and planning your disaster 
recovery strategies. Companies had disaster-recovery 
manuals on the shelf, but they were never actually 
implemented. They never ran any dry runs or mock 
disasters. Relating those same methodologies and 
processes to cybersecurity by ensuring organizations 
have incident response plans and are running live 

exercises and tabletop exercises. Of 
course, there is a process for running 
a live exercise or a tabletop to test the 
incident response plan. It’s important 
to have counsel, the risk group and the 
response team not only identified, but also 
present during live exercises and tabletops. 
Working as a team and knowing roles and 
responsibilities is critical when an event 
really happens. What’s even more important 
is running the live exercises, meaning that 
it’s more than just passing pieces of paper 
across the table and saying “In this scenario 
what are you going to do, who are you going 
to call.”  Instead, it is a more mature model 
when we execute SpearTip crafted “malicious” 
code inside the organization during the 
exercise. It helps companies identify their blind 
spots. Until you run live mock attack exercises 
in a controlled environment, you will never 
know what your plan or your cyber defenses are 
missing. I think that’s one of the things that we’re 
seeing is companies going that extra mile with 
those additional steps to secure their environment 
with live exercises. 

”

Until you run live mock 
attack exercises in a 
controlled environment, you 
will never know what your 
plan or your cyber defenses 
are missing. 

JARRETT KOLTHOFF, 
SpearTip

“

“

”

It’s traditionally health 
care and financial services. 
Those highly regulated 
industries bear a lot of 
the responsibility. But 
there really is no longer 
any particular niche or 
industry group that you 
can focus on. Everybody is 
a target at this point.

JOSH AYERS, 
BDO
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Lucie Huger: It become vital. It becomes part of life. 
And people don’t just put it in a box and say, “We’ll 
take this out when we need it.” They actually live 
with it, and they experience it. And so hopefully, 
if something does happen in the future, they feel 
prepared and they feel like they can make sense of 
this and bring some order into a process. 

Josh Ayers: Don’t be the easy target, because you 
will be found. And certainly it takes some level of 
assistance by third parties and outside parties to 
help test and ensure that you’re implementing the 
appropriate, good cyber-hygiene practices that are 
critical. It still seems incredible that some of the 
biggest breaches are the result of very fundamental 
cybersecurity considerations, like patch management. 
Those types of things could easily be found in a 
third-party vulnerability assessment or pen-testing 
protocol. These things need to happen to make sure 
that good cyber practices are being implemented 
throughout the organization. 

Jarrett Kolthoff: Inevitably, these incidents may end in 
litigation. So even with this proactive work, consider 
the thought of engaging external legal counsel and 
have it protected by attorney-client privilege. That’s 
not to say that it can’t be exposed, but at least you 
have that first barrier employed by working with 
counsel. Helping manage that process with attorney-
client privilege is extremely important. 

Lucie Huger: It gives organizations the flexibility to 
fail and to see, in an exercise, what didn’t work and 
what those vulnerabilities are. And so if we can try 
to protect those, learn from them, and apply that 

knowledge to something that’s an improvement, that’s 
a valuable safety net. 

Jarrett Kolthoff: In addition, when running these live 
exercises and conducting pre-breach assessments, 
where you’re looking for unknown malware inside of 
an organization, you often find things. And during that 
proactive engagement, when you’re actually looking 
for the “unknown bad” inside of a company, you want 
that protected by working with legal counsel.

Lucie Huger: And you want to convince clients to be 
proactive, to try to address concerns they might have. 
Because there’s a lot of uncertainty in this area for 
companies, and everybody is hoping that what they’re 
doing is right. But being proactive and working as an 
organization to understand the data that you have, 
understand the risks and vulnerabilities that you face, 
and see what you can do to address those, there’s 
such value in that. Unfortunately, a lot of organizations 
are reactive, and it’s not until they’ve experienced 
a problem that we get calls. And that’s all well and 
good; if there’s a problem to address, we can. But it 
would be so much more helpful to start in the very 
beginning and try to control it, try to prepare for it.  

What shifts have you seen or would you 
recommend considering when evaluating a 
company’s cybersecurity risk-management 
program? 

Josh Ayers: I am seeing a whole lot more recognition 
of the “detect,” “respond” and “recover” elements of 
a cybersecurity program and acknowledgment from 
those that are building and administering programs, 
and those that are charged with governance of 
those programs, acknowledging that “if, not when” 

means we need to really be prepared to respond 
when an incident occurs. I heard an analogy at a 
recent conference where executives or boards of 
directors or those charged with governance tend to 
think that the cybersecurity risk management is this 
tunnel, where if we just block the tunnel, we can keep 
everybody out. But it’s not that way. It’s a wide-open 
field where threats and vulnerabilities specific to 
the facts and circumstances of each organization 
make it a very dynamic discussion. I think that higher 
level of acknowledgment by senior management, 
by boards and others, has really been shifting and 
supporting the notion that you also have to prepare 
for the inevitable and put some resources and energy 
into building out incident-response plans, business 
continuity and disaster recovery plans and using third-
party assistance for the compliance and testing of 
those plans. I think the whole discussion is expanding, 
and rightfully so, given the risk that we all know is out 
there and the need for organizations to be prepared to 
respond accordingly. 

Lucie Huger: It’s a public issue. We see board 
members wondering what kind of liability do I have? 
What kind of exposure do I have? It used to be that 
cybersecurity was separate. “Oh, that’s over here, and 
they speak their own language, and they do their own 
thing. And we hope they’re doing it well, and they look 
like they are.” And now it’s become much more a part 
of everyday business life, where people from all levels 
are asking questions, because they all recognize they 
have a role. 

Jarrett Kolthoff: You’re seeing the National Association 
of Corporate Directors (NACD), pushing for board 
members — at a minimum of at least one board 
member — to be technically aware and help decipher 
these particular issues. Some of the shifts that we 

CONTINUED FROM NEXT PAGE
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have seen on the risk-management side is that, 
the protective silos within an organization are 
dissolving and lessening the strict barriers 
between risk, IT, information security and even 
legal counsel. Through this process and with the 
help of many of these national organizations, 
NACD and the Association of Corporate Counsel, 
they’re starting to blend these efforts through 
governance, risk and compliance (GRC) 
approach across the enterprise. 

Josh Ayers: Again, we’re throwing out lots of 
old adages, but it’s not an IT problem; it’s a 
entity-wide problem. And it’s one in which that 
concept is being acknowledged more and 
more, and continued pressure from outside 
regulators and others help drive it. 

Jarrett Kolthoff: And I think they’ve even 
become more technically astute. I was at a 
conference a few weeks ago, speaking with 
a representative with the Federal Reserve, 
and we were talking about the technical 
training that they have gone through 
and the resources they have hired. It’s 
helping them understand what’s behind 
some of the compliance and regulations. 
Then they can apply that knowledge tactically inside 
organizations as they work with the financial markets. 

Lucie Huger: From an employee standpoint, we 
see a lot of that coming down, too, with the harder 
passwords and things like that. The awareness is 
coming full circle, too. And people in their private 
lives have experienced it when you get the notice 
in the mail that you have to have a different credit 
card going forward. All of a sudden, people are 
internalizing it. 

What are other key factors in an appropriate 
cybersecurity risk-management program? 

Josh Ayers: Creating a cybersecurity cultural and 
security-awareness culture is first and foremost. 
We’ll talk a lot about technical controls, and we’ll 
talk about a lot of detection and response activities. 
But ultimately, the human is the weakest link in the 
entire scenario. And the more that our users and 
employees are educated and aware, the stronger your 
overall cybersecurity posture is going to be. Again, 
it’s not just IT; it’s an entity-wide consideration that 
requires executive leadership buy-in and board buy-in 
to not just drive and support those messages being 
conveyed, but to also support with resources and 
dollars. 

What can board senior executives and others 
responsible for governance do to ensure their 
company is executing on cybersecurity risk 
management? 

Lucie Huger: Ask questions. Be involved and don’t 
be afraid. Board members have a fiduciary duty and 
they need to make sure that their organization is 
addressing this. And, as Jarrett pointed out, having a 
member of the board who is savvy in these areas is 
important. 

Jarrett Kolthoff: We’re being asked quite often to 
come in and present to the board. Boards want to 
know how they stack up against their peers. Have 
they adhered to the standard of the industry? Is the 
board able to show due care? What kind of processes 
have they put in place to defend themselves in 
litigation, Heaven forbid something ever happens 
in the future. They’ve invested in technology and 
hired the right people, but they want to go the extra 
mile. And they’re trying to protect the organization 
from these breaches. Will it happen? It very well can, 
but let’s try to minimize the exposure. And I think 
that’s some of the messaging. In our world, we talk 
a lot about it’s not a matter about if, but when. But 

at the board level, quite often it’s difficult for them 
to comprehend that. They’ve spent all these years 
investing and building this multimillion, multibillion 
organization, and they’re asking themselves, “What do 
you mean I have to acknowledge that this is going to 
happen?” It just requires walking them through that 
process. Telling them that we’ll all come out at the 
end of this, and you will be a stronger organization 
for it, and your clients will respect you more because 
you’ve, 1) acknowledged it, and, 2) you’ve taken these 
steps post the incident.

Lucie Huger: And it has to be continuous. It can’t just 
be a one-time “We’ve addressed it.” It has to be updated. 
It has to be being aware of new threats, and how is 
the company going to address that? It’s a continuous 
process. 

Josh Ayers: I think fundamentally, as Jarrett pointed 
out, education is the key, in particular at the board 
level. Their expertise likely lies someplace other than 
cyber, even though regulations and public pressure 
are going to push boards to include cybersecurity 
as a skill set they recruit for. I think the market is 
responding to that concern, though and boards 
are asking the questions. Unfortunately, they still 
might not understand the answer. And that’s a 
difficult position for the board. Traditional third-
party assessments are out there, like vulnerability 
assessments, penetration testing and other options 
that show some level of compliance. One of the 
additional ways the market has responded is the 
framework and guidance related to the SOC for 
cybersecurity risk management that was recently 
issued by the AICPA. BDO is very involved in the 
development and implementation of that service 
and it supplements and compliments some of the 
other SOC suite of services that are out there in 
the compliance world. It is essentially geared for 
boards and those charged with governance to allow 
for an independent third-party assessment of their 
cybersecurity risk-management program and can give 
boards the verification of the answers they receive 
from management.

Lucie, are there legal consequences of not 
being prepared for a breach? 

Lucie Huger: Clearly there could be a government 
investigation, some kind of penalty associated if it’s 
HIPAA. You could have also a state attorney general 
taking an interest and, from a consumer-protection 
standpoint, seeing what happened. And they could 
also issue some form of penalty or corrective plan. 
But we also see lawsuits. And defending those 

lawsuits can be very costly. There certainly are legal 
consequences, and our hope is to try to work with 
organizations to try to avoid or at least minimize some 
of those consequences. 

Josh Ayers: Beyond legal considerations, you’re 
protecting a brand that others rely on and you are 
affecting whatever ecosystem you might be serving in 
a number of different ways. From health care and the 
potential interruption of care or financial services and 
the protection of someone’s life savings and wealth 
that they’ve earned over a very long time. Certainly 
the legal ramifications are important, but I think that 
discussion expands to even more of an ethical and 
deeper responsibility by organizations to protect data 
entrusted to it and be prepared for a breach. 

Jarrett Kolthoff: One thing that we have seen in the 
marketplace is that many board members and a lot 
of chief executives do not understand the power 
of those within IT and the legal ramifications of the 
choices and decisions made by those technical 
individuals. Meaning, many times, we come in and we 
are responding to an incident. We find the technical 
individuals have purposefully or inadvertently wiped, 
deleted or otherwise tried to hide the intrusion. 
Helping them comprehend the need and the value 
for board and executive oversight is critical. There 
have been several incidents where there is a rogue 
technical person that purposefully makes the situation 
even worse. Dealing with those cases in a most 
expeditious and sensitive manner is critical. 

Lucie Huger: There is also the issue of insurance. 
There are misperceptions out there about what might 
be covered in general liability policies. And from 
my experience, those policies don’t go far enough 
for protections that organizations and their officers 
and directors need. And there’s a lot of different 
products that are out there in the insurance market. 
But sometimes we see organizations completing an 
application for cyber liability insurance and they’re not 
ready yet. They don’t have a good incident-response 
plan. They don’t have best practices implemented. 
And when they complete their application, it becomes 
more of an aspirational document. “Well, in Q1, we 
will be there. Let’s act like we’re operating in Q1.” And 
then something goes wrong, and that application 
document is what an insurer first goes to, “Well, have 
you actually done what you said you were going to do 
or have done?” And that could be a bar to coverage 
under a policy. 

”

There’s a lot of misperception 
out there about what might 
be covered in standard 
general liability policies. 
And from my experience, 
those policies don’t go far 
enough for protections that 
officers and directors need. 

LUCIE HUGER, 
Greensfelder, Hemker & Gale PC

“
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Jarrett Kolthoff: Or even some of the exclusions. 
Exclusionary language that carves out a particular 
incident that is not covered. The people that are reading 
and signing these policies inside of an organization, 
they are not going to that level. They are also not getting 
some type of written format from their insurance broker 
to say, “Under this scenario, will this be covered? Yes 
or no? Under this scenario, here are the parameters, 
generally speaking.” It’s not a good day when we have 
to report to counsel that the $500,000 wire-fraud 
case started with a social engineering attack that 
perpetuated the wire fraud. Upon review of the policy, 
the social engineering coverage was, say, $50,000, 
but their breach coverage was $5 million. It’s a tough 
conversation to have.  

Why should clients retain the services of an 
attorney or a lawyer in developing a response 
to data breach? 

Lucie Huger: We put all the factors together and an 
attorney can help you determine whether a breach has 
occurred. And generally, a breach is a legally defined 
term. So we can offer the attorney-client privilege, the 
work-product doctrine. While we can’t guarantee that 
all information won’t be discoverable, generally, it does 
allow clients to work in a realm where they can disclose 
information. We can look at it and then help them make 
a decision of whether a breach has occurred, and, if so, 
what are their legal responsibilities in addressing that 
breach? 

Jarrett Kolthoff: We just responded to an incident, 
where there was a need for attorney-client privilege 
to control messaging. We were running the technical 

investigation and after completing the analysis, Counsel 
came to a determination that there was no need for 
disclosure. What was unfortunate was the organization 
brought in a traditional IT support group that was 
recovering normal systems and servers, and they 
reported to the board and used the word “breach” and 
recommended disclosure.  All of that communication 
was outside of attorney-client, and the people making 
the statements to the board didn’t have the technical 
aptitude nor the certifications to make that claim. 
Working with your legal counsel in controlling the 
messaging is critical.    

Josh Ayers: Preparation is the key, and any responsible 
incident-response plan would dictate consulting with 
counsel. More and more, speed is becoming a real risk 
and concern. With the New York DFS regulation, breach 
notification is required within three days of its discovery. 
And that’s significant. That’s almost an impossible ask 
when so much goes into the discussion. But having 
the preparation on the front end, understanding the 
communication plan, working with counsel and other 
third-party experts is likely the only way that you can 
accomplish that goal. For normal senior executives and 
leadership, their everyday job is not to address and 
respond to a cybersecurity incident. 

What are the latest trends in ransomware 
attacks? 

Jarrett Kolthoff: Some of the latest trends in defending 
against ransomware, as Lucie had mentioned earlier, 
continuous monitoring; whether you’re building the 
team inside the organization, or leveraging a managed 
detection and response firm. Most organizations can’t 
build this team within their company — it is very difficult 
to find, hire and retain the level of talent necessary to 

identify and respond with a high level of sophistication. 
So, it is critical to employ continuous monitoring, both 
inside the organization and outside their environment, in 
the dark net and various forums.

Josh Ayers: There needs to be “defense in depth” and 
a multitude of controls and considerations in place to 
protect the organization. When you think about different 
layers, we talked about a culture of cybersecurity, 
where we have security through behavior. The next level 
would be getting the basics right: the passwords, the 
patch management, the internal controls, the policies 
and the processes in place and security by control. 
Beyond those basics and internal controls, you move 
into security by design, where some of that continuous 
monitoring and other more proactive elements of 
the cybersecurity risk-management program come 
into play. The ultimate goal is to be prepared and to 
maintain security through vigilance and resilience, and 
working through those desktop and tabletop exercises, 
performing independent tests and making sure that all 
the other layers you put in place are operating the way 
they should, and can be deployed if necessary.

Lucie Huger: And backing up the data. 

Jarrett Kolthoff: The three organizations that are sitting 
here today continuously collaborate and find answers 
to unique issues our clients face. I worked many cases 
with Lucie on various intrusions and ransomware 
attacks.  And then Josh, our two organizations interact 
a lot on helping joint clients deal with these issues on 
a daily basis. We must be able to collaborate in the 
marketplace to provide a secure program, blending 
the technical aspects, risk management and legal 
that take our clients to the next level in protecting the 
organization and their brand.
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