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The emerging use of technology that relies on 
biometric data such as facial geometry, vein 

patterns, voiceprints, retina scans, and fingerprints 
is beneficial to many businesses, including franchise 
systems, to facilitate consumer transactions. More 
recently, biometrics is increasingly important as 
customers and employees demand a move toward a 
contactless society in light of COVID-19. Examples 
include:

• Self-order kiosks that capture facial features to 
recognize customers and expedite orders.

• Facial scans to determine a customer’s age, 
gender, or other characteristics to suggest 
possible purchases or to combat shoplifting.

• Fingerprint scans to identify a customer 
buying or using a company’s services or to 
verify an employee’s identity while clocking 
in or out of work or accessing a point-of-sale 
system.

• Facial recognition and thermal imaging to 
detect individuals infected with COVID-19 
such as through temperature checks.

• Integration of technology into a “smart card” 
or credentials on a mobile device to eliminate 
multi-person biometric touchpoints.

  
Those using or considering using this 

technology need to be aware of the risk of 
liability. There is an increasing number of local, 
state, and federal laws that have been enacted or 
are being considered, some with considerable 
consequences, to regulate what some see as an 
invasion of privacy and discrimination amid 
threats of data breaches and hacking. These 
laws generally seek to prevent private entities 
from collecting biometric data from individuals 
without disclosure and consent. In Illinois, which 
has the oldest and strictest biometrics-specific 
law and had the first private right of action, 740 
ILCS 14/1–14/25, plaintiffs do not need to 
show they were actually harmed by a violation. 
Rosenbach v. Six Flags Entertainment Corp., 129 N.E.3d 
1197 (Ill. 2019). As a result, class action lawsuits 
are multiplying. In one case, the plaintiffs sought 
a class of “tens of thousands, if not hundreds of 
thousands” of people who entered a retail store 
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Keep an Eye Out for 
Biometrics Laws

that used facial recognition technology. Antonacci 
v. Target Corp., Case No. 2019L-000276 (Sangamon 
County, Ill. Cir. Ct. Dec. 18, 2019).    

The objection to the use of biometrics-based 
technology and the premise for such legislation, 
as the Illinois law states, is that biometrics are 
unlike other unique identifiers that are used to 
access finances or other sensitive information.  
For example, a person can change sensitive 
information such as Social Security numbers.  
Biometrics, however, are biologically unique 
to each individual and, “once compromised, 
the individual has no recourse, is at heightened 
risk for identity theft, and is likely to withdraw 
from biometric facilitated transactions.”  740 
ILCS 14/5. Unlike a stolen credit card number, 
the laws’ proponents argue, one cannot simply 
replace his or her facial features or fingerprints.    

Franchisors, franchisees, and their counsel 
should be aware of the latest wave of class action 
lawsuits and the ever-increasing legislative efforts 
to enact laws that threaten to cripple companies 
using the latest technology to authenticate or 
monitor customers and employees. Some of the 
largest companies—including Apple, Amazon, 
Facebook, Google, Snapchat, TikTok, Target, 
and hotel chains, among others—have been 
sued for allegedly violating laws that govern 
the use of biometric data. Such suits reflect the 
tension between the intersection of emerging 
technology and data privacy. Plaintiffs are also 
suing individuals who are responsible for selling 
and supporting this technology, as well as smaller 
companies, including franchises such as L.A. Tan 
and Palm Beach Tan. Franchisors and franchisees 
have both been the subject of class action lawsuits 
under the Telephone Consumer Protection Act 
(faxes and text messages) and the Americans with 
Disabilities Act (website and physical franchise 
location accessibility). Biometrics class action 
litigation could surpass those in both number and 
potential damages. Recent lawsuits demonstrate 
the potential threat to companies based on the 
substantial penalties for the failure to follow 
statutory requirements for collecting, using and 
storing biometric data.  
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The Status of Laws That Regulate 
Biometric Data
Three states have specific biometric privacy laws:  
Illinois, 740 ILCS 14/1–14/25; Texas, Tex. Bus. & 
Com. Code § 503.001 et seq.; and Washington, Wash. 
Rev. Stat. § 19.375.020 et seq.  The Illinois law has 
a private right of action; the laws of the other two 
states are enforceable only through the state attorney 
general. California includes biometric data under 
its newly effective California Consumer Privacy 
Act (“CCPA”), which includes a private right of 
action. Other states have revised their existing data 
breach laws to include biometric data:  Arkansas, 
Colorado, Iowa, Louisiana, Nebraska, New York, 
North Carolina, Ohio, Oklahoma, Oregon, South 
Dakota, Vermont, Wisconsin, and Wyoming. Many 
states have proposed legislation for regulating the 
use of biometric data, including Alaska, Arizona, 
Connecticut, Delaware, Florida, Hawaii, Maryland, 
Massachusetts, Michigan, Mississippi, Montana, New 
Hampshire, New Jersey, New Mexico, North Dakota, 
and Rhode Island. Cities are also enacting measures 
aimed at regulating biometrics. Effective January 1, 
2021, Portland, Oregon, banned the private-sector 
use of facial recognition technology in any place of 
public accommodation, including wherever goods 
and services are sold, citing gender and racial basis 
as a reason. The ordinance provides a private right 
of action for damages sustained for a “material” 
violation or $1,000 per day for each day of violation, 
whichever amount is greater. See www.portland.gov.  
Other cities are reportedly considering similar bans.

The Illinois Biometric Information Privacy Act 
(“BIPA”), enacted in 2008, regulates the entire cycle 
of biometric data from capture and collection to use 
and disclosure. Before collecting or storing biometric 
data, a private entity must first: (1) provide written 
notice to individuals that collection will occur as well 
as the purpose and length of the collection; and (2) 
receive informed written consent from the individual 
to proceed with the collection. Private entities also 
cannot sell, lease, trade, or otherwise profit from 
a person’s or customer’s biometric information.  
Entities must use the reasonable standard of care in 
their industry to protect the data from disclosure and 
they must have a publicly available written retention 
policy that provides for permanent destruction of the 
data. Any person “aggrieved” by a BIPA violation can 
sue and recover “for each violation” the greater of 
$1,000 or actual damages for a negligent violation, 
and the greater of $5,000 or actual damages for an 
intentional or reckless violation, plus attorneys’ fees, 
costs, and injunctive relief. 740 ILCS 14/15, 14/20.  
In Rosenbach, the Illinois Supreme Court held that a 

plaintiff does not need to show any actual harm or 
damage and that a mere procedural violation of BIPA 
is sufficient to support a cause of action. 129 N.E.3d 
at 1205.  That ruling further opened the floodgates 
for class action lawsuits.     

Lawsuits Alleging Violations of 
Biometrics Laws
As of January 2021, litigants filed more than 940 
biometrics lawsuits in Illinois since 2008, according 
to the Courthouse News Service. Many others have 
filed lawsuits elsewhere in the country alleging BIPA 
violations. Generally, the lawsuits are class actions 
and claim that businesses have failed to notify 
and obtain consent before collecting biometric 
identifying information.  The first reported BIPA class 
action settlement was $1.5 million with the L.A. 
Tan franchise system in December 2016 for a class 
of people who provided their fingerprints to access 
franchised salons in Illinois.  The plaintiff alleged 
that the company obtained customers’ fingerprints 
without obtaining their informed written consent.

In the Antonacci case, Target faces a putative class 
action lawsuit for its use of facial recognition 
technology for fraud and theft prevention and 
security.  The lawsuit alleges that facial-recognition 
technology repeatedly re-maps a customer’s facial 
geometry and compares it against faceprints stored 
in its database.  This system allegedly allows stores to 
identify and track shoppers and identify suspicious 
shopping activity.  The plaintiffs allege that Target 
collected a new faceprint from them each time they 
appeared on store security cameras, several times per 
store visit, without their permission.  The class seeks 
$5,000 per violation, plus attorneys’ fees and costs.  
Four companies that allegedly collected or stored 
the plaintiffs’ biometrics are also respondents in 
discovery, pursuant to a process in Illinois that allows 
plaintiffs to conduct discovery to identify potential 
additional defendants (which would likely be those 
companies). Lowe’s and Home Depot are also 
defendants in lawsuits over similar technology used 
for loss-prevention measures. See Brunson v. Lowe’s Home 
Centers, LLC, Case No. 2019CH10251 (Cook County, 
Ill. Cir. Ct. Sept. 4, 2019); Brunson v. The Home Depot, Inc., 
Case No. 1:19-cv-03970 (N.D. Ga. Sept. 4, 2019).  

The Illinois law does not define what constitutes 
a “violation” of BIPA. See Fernandez v. Kerry, Inc., Case No. 
17 C 8971, 2020 WL 1820521, at *4 (N.D. Ill. April 
10, 2020) (“The law is not clear as to whether, under 
BIPA, a plaintiff can recover for every fingerprint 
scan.”); Peatry v. Bimbo Bakeries USA, Inc., 393 F. Supp.3d 
766, 769-770 (N.D. Ill. 2019) (noting undecided 
interpretation of BIPA’s damages provision of treating 
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each scan as a separate violation in denying plaintiff’s 
motion to remand a putative class action to state 
courts based on the amount in controversy). If a 
violation means each time a store camera captures 
a person’s face, for example, defendants could face 
multiple violations for each individual on whom 
defendants collected biometric data. Numerous 
bills introduced in the Illinois Legislature would 
limit damages, provide a statute of limitations (BIPA 
has none and some courts have applied the five-
year default limitations period rather than a shorter 
invasion of privacy or personal injury limitations), 
eliminate the private right of action, and delete the 
language that a party can recover for each negligent 
violation and instead provide that a party may recover 
only for a single collection of a person’s biometric 
data. Unless the Illinois Legislature passes those bills, 
however, the potential damages under BIPA could be 
crippling to any company.

In February 2020, Facebook agreed to pay $550 
million in a California case consolidating multiple 
class actions alleging BIPA violations for its photo 
tagging feature. In re Facebook Biometric Information Privacy 
Litigation, Master File No. 3:15-CV-03747 (N.D. Calif. 
Aug, 17, 2015). The court rejected that amount as 
insufficient but approved a $650 million settlement 
in August 2020. Shortly thereafter, a class action 
lawsuit with a potential class of millions accused 
Google of violating BIPA by using facial recognition 
technology to scan photos uploaded to its cloud-
based “Google Photos” service, without consent, to 
identify people and their gender, age and location.  
Molander v. Google, Inc., Case No. 5:20-cv-00918 (N.D. 
Cal. Feb. 6, 2020).  

Burger King Corporation faces accusations 
that it used biometric scanning and time-tracking 
devices and technology to monitor and manage its 
employees’ time and work performance and gave 
it to third parties, such as data storage vendors and 
payroll services. See Huerta v. Burger King Corp., Case No. 
2019CH09351 (Cook County, Ill. Cir. Ct. Aug. 14, 
2019). Restaurant chain Wow Bao, which QSR 
magazine says has revolutionized the way diners 
interact with restaurants by incorporating innovative 
technology, is a defendant in a putative class action 
for allegedly violating BIPA. The plaintiff claims that 
Wow Bao’s self-order kiosks use facial biometrics to 
authenticate food and beverage purchases in an effort 
to provide faster checkouts and higher sales volumes, 
but it failed to obtain customers’ informed consent, 
even though customers had the option of whether 
to use facial biometrics. Morris v. Wow Bao LLC, Case No. 
2017-CH-12029 (Cook County, Ill. Cir. Ct. Sept. 5, 
2017). Speedway LLC, a gas station and convenience 

store chain, is a defendant in a putative class action 
for allegedly violating BIPA by collecting employees’ 
fingerprints without obtaining their written consent 
and following the other legal requirements, and 
by improperly sharing the data with a third-party 
vendor of fingerprint-operated time clocks. Howe v. 
Speedway, LLC, Case No. 2017-CH-11992 (Cook County, 
Ill. Cir. Ct. Sept. 1, 2017); see also Howe v. Speedway LLC, 
Case No. 1:17-cv-07303 (N.D. Ill. Oct. 10, 2017); 
Howe v. Speedway LLC, Case No. 1:19-cv-01374 (N.D. Ill. 
Feb. 25. 2019). 

  In August 2020, two U.S. senators introduced 
the National Biometric Information Privacy Act 
of 2020 (S. 4400) to regulate the “collection, 
retention, disclosure, and destruction of biometric 
information.”  The Act is nearly identical to BIPA 
and contains a private right of action for any person 
“aggrieved by a violation” to bring a civil suit. A 
critical difference is that the proposed bill addresses 
the standing issue. The federal bill states that “Any 
such violation constitutes an injury-in-fact and a 
harm to any affected individual,” such that a technical 
violation would suffice. The bill also includes a right-
to-know provision that would require companies 
to disclose, upon request, the data that companies 
collect and how the companies intend to use it 
(similar to the CCPA). If enacted, the Act would 
substantially increase the number of biometrics 
cases nationwide and expose all companies using 
biometrics to liability.  

Challenges to the Lawsuits
Some defendants alleged to have violated biometrics 
laws are attempting to shift some or all of the 
liability to vendors who supplied or supported the 
technology. After Hyatt Corporation faced a class 
action complaint, it brought a third-party complaint 
against the vendor that supplied the biometric time 
clocks for employee fingerprint scans and supported 
the technology. See Rapai v. Hyatt Corp., Case No. 
2017CH14483 (Cook County, Ill. Cir. Ct. Oct. 30, 
2017). Based on the parties’ contract, Hyatt claims 
that the vendor was the entity that collected, stored, 
used, and disclosed the data at issue in the lawsuit, 
and thus breached the contract by failing to comply 
with BIPA, and that the vendor had rejected Hyatt’s 
tender of defense and indemnity. The plaintiffs are 
also suing the vendors. See, e.g., Figueroa v. Kronos, Inc., Case 
No. 19 C 1306, 2020 WL 1848206 (N.D. Ill. Apr. 13, 
2020); Namuwonge v. Kronos, Inc., 418 F. Supp.3d 279 
(N.D. Ill. 2019).

Other potential legal challenges have included: 
invocation of the statute of limitations (see, e.g., 
Burlinski v. Top Golf USA Inc., Case No. 19-cv-06700, 
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2020 WL 5253150, at *6 (N.D. Ill. Sept. 3, 2020) 
(noting that BIPA does not specify a limitations 
period, is an unsettled area and rejecting statute 
of limitations arguments at the pleadings stage); 
personal jurisdiction challenges; claims that the 
actions fall outside the scope of the law; preemption 
arguments; constitutional challenges (such as 
damages being excessive and disproportionate in 
light of the absence of actual harm or the law violates 
the Dormant Commerce Clause); and arguments that 
plaintiffs have failed to allege that they have suffered 
any actual harm.  As defendants seek to keep cases 
in federal court under the Class Action Fairness Act, 
the United States Court of Appeals for the Seventh 
Circuit held on a question of first impression that a 
person aggrieved by a violation of BIPA’s disclosure 
and informed consent requirements has suffered a 
concrete injury-in-fact for Article III standing. Bryant 
v. Compass Group USA, 958 F.3d 617, 620-627 (7th 
Cir. 2020) (reversing in part district court’s remand 
order in the case against a company that owned 
and operated vending machines accessed only by 
users’ fingerprints), opinion amended on denial of 
rehearing en banc, No. 20-1443, 2020 WL 6534581 
(7th Cir. June 30, 2020). See also Fox v. Dakkota Integrated 
Systems, LLC, Case No. 20-2782, 2020 WL 67381112, 
at *6-8 (7th Cir. Nov. 17, 2020) (reversing remand 
order and finding plaintiff had standing to litigate her 
failure to develop, disclose and comply with a data-
retention policy claim).  

Practice Pointers
This is a rapidly evolving area of law and technology.  
The patchwork of state laws, city ordinances and 
possible federal legislation means that franchisors 
and franchisees must be careful when adopting new 
technology. For franchisors, the cases illustrate the 
importance of language in the franchise agreement 
that franchisees are required to comply with all 
applicable laws. To the extent that franchisors 
have mandated the use of the technology, they 
could face claims of vicarious liability, if not direct 
liability. Franchisors should also be cautious when 
requiring all franchisees use this technology, as 
the legality of doing so may differ significantly 
by city or state. Furthermore, franchisors should 
include indemnification provisions in their franchise 
agreements in case they face lawsuits for violations 
at a franchisee’s location, as well as indemnification 
provisions in vendor contracts. Franchisors will also 
want to consider making sure arbitration provisions 
in their agreements contain class action waivers.  
Franchisees, in turn, should be aware of any city or 
state laws relating to this technology, and alert their 

franchisors of the same if they seek to require that the 
franchisee implement such technology.  

Insurer Chubb has said that state biometrics laws 
are among the recent trends in cyber risks, according 
to the Insurance Journal.  Therefore, it is important 
for franchisors and franchisees to evaluate insurance 
coverage. An Illinois appeals court upheld a lower 
court ruling that an insurance company had a duty 
to defend an L.A. Tan franchisee in a BIPA class action 
lawsuit. The court found that the lawsuit allegations 
potentially fell under a policy’s “personal injury” 
coverage provision and that a “violation of statutes” 
exclusion did not apply, so that it did not need to 
address whether a data compromise endorsement 
would also provide coverage. West Bend Mut. Ins. Co. v. 
Krishna Schaumburg Tan, Inc., 2020 IL App. (1st) 191834, 
2020 WL 1330494 (Mar. 20, 2020).  The Illinois 
Supreme Court granted leave to appeal. 154 N.E.3d 
804 (Sept. 30, 2020) (table). 

At least one court has noted that allegations that 
a defendant made no effort to comply with BIPA, 
even though the law had been in effect for more 
than 10 years, was enough at the pleading stage to 
make a claim of recklessness, an element required for 
heightened statutory damages. Hazlitt v. Apple, Inc., Case 
No. 3:20-CV-421-NJR, 2020 WL 6681374, at *10 
(S.D. Ill. Nov. 12, 2020). Thus, in order to reduce the 
risk of litigation or regulatory action and increased 
damages, companies should:

1. Conduct an assessment or audit to 
determine whether, to what extent, and 
the type of biometric data they use, and 
where it is stored and who has access to 
it; 

2. Develop policies that address state and 
local requirements;

3. Train employees on the policies;
4. Conduct regular audits to ensure 

compliance; and
5. Review contracts with vendors and 

service providers to determine whether 
they address biometric data and meet 
legal requirements.n


