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ADVICE AND COUNSELING

Our Biometrics team is well-versed in risk management strategies that 
can help clients avoid running afoul of biometric and other privacy laws.

With knowledge of biometric and other privacy laws, we can recom-
mend best practices for compliance with the ever-growing patchwork 
of regulations in this area. We frequently counsel clients on the Illinois 
Biometric Information Privacy Act (BIPA) and related statutes aimed at 
regulating how companies use information based on “biometric identifi-
ers” such as fingerprints and retina scans. Violating BIPA can be costly, 
so if you are operating within Illinois, evaluate your business practices 
to determine whether you are using “biometric information” and plan 
accordingly. Our team is also experienced in counseling clients about 
the cross-disciplinary legal issues that intersect with biometric technol-
ogies, including developing practical solutions.

Greensfelder’s HR Checklist for Using Artificial Intelligence, Facial Rec-
ognition, and Biometrics is available here.

LITIGATION DEFENSE

Greensfelder attorneys have experience defending numerous BIPA cas-
es. Our defense of BIPA cases includes crafting creative settlements, 
evaluation of insurance coverage issues, experienced class action de-
fense, and discovery on BIPA issues. The team has BIPA defense ex-
perience in federal and state courts, including the Southern District of 
Illinois, Madison, St. Clair, and Chicago area courts.

BIOMETRICS

OUR THOUGHT LEADERSHIP ON BIOMETRICS 

SCOTUS decision in TransUnion LLC v. Ramirez raises 
hurdle for establishing standing in class action claims 
under the Illinois Biometric Information Privacy Act and 
Other Data Privacy and Consumer Protection Statutes.
July 13, 2021

Keep an Eye Out for Biometrics Laws. The Franchise 
Lawyer. Winter 2021

Franchisors caught in crosshairs of emerging 
technology versus privacy. October 26, 2017

Do your employees clock in using fingerprints? January 
10, 2018

A new rule of thumb for BIPA litigation: Actual harm not 
necessary to sustain claims. February 6, 2019 

California governor signs privacy act amendments: 
What do employers need to know about the ‘employee 
exemption’? October 17, 2019

Got workers in California? It’s time to brush up on the 
state’s data privacy law. August 30, 2021

A new lawsuit ‘every single day’: Employers see legal 
action over use of biometric info. July 14, 2021

Difficulties and biases of online proctored exams.  
July 7, 2021

The Biometric Time and Attendance System Laws You 
Should Know. June 11, 2020

How to Stay Within the Law When Using Biometric 
Information. April 3, 2018
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Q:  What is biometric information? 
A: Generally, biometrics are identifiers that are unique to an 
individual. The Illinois law identifies them as eye scans, fin-
gerprints, voiceprints, and scans of hand or face geometry. 
However, it specifies that information captured in a health 
care setting or for scientific testing is not considered to be 
biometric identifiers, nor are signatures, photos, or physical 
descriptions.

Biometrics are commonly used in the business world for time 
clock and employee management, as well as security access.

Q:  What does BIPA require for entities that  
collect biometric information?
A: Compliance with BIPA is fairly straightforward. At minimum, 
an entity that uses biometric information must:

• Adopt a written policy with a retention schedule 
and guidelines for permanently destroying the in-
formation, and make this policy available to the 
public.

• Obtain informed, written consent from any indi-
vidual whose biometric information is obtained.

• Make reasonable efforts to store, transmit, and 
protect from disclosure all biometric information, 
including taking steps comparable to those taken 
for other confidential and sensitive information.

• Dispose of biometric information in compliance 
with its retention policy.

Q:  How do I know if BIPA applies to my  
company?
A: BIPA regulates how “private entities” collect and use bio-
metric data. That includes any individual, partnership, corpora-
tion, limited liability company, association or other group, but 
not government agencies. Although BIPA is an Illinois law, it 
can apply to companies outside of Illinois that collect, store, or 
use biometric information or have customers in Illinois.

Q:  What penalties are associated  
with BIPA violations? 
A: The penalties associated with BIPA range from $1,000 to 
$5,000 per violation and include attorneys’ fees. Class action 
lawsuits related to biometrics information multiplied in the 
wake of an Illinois court ruling that determined plaintiffs do 
not need to show they were actually harmed by a violation. 
The lawsuits generally claim businesses failed to give proper 
notification and obtain consent before collecting biometrics. 

Q:  Do other states have similar laws?
A: Yes. BIPA, which was enacted in 2008, is the oldest biomet-
rics-specific law and had the first private right of action. How-
ever, other states have followed Illinois’ lead on biometric in-
formation privacy laws: Texas and Washington have biometric 
privacy laws on the books, and several states have revised data 
breach laws to address biometrics. Some states and localities 
have adopted narrow requirements related to facial recogni-
tion technology or artificial intelligence. Many other states have 
proposed related legislation, along with some cities.  
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