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Although your current policy may already be
broad enough to include some of your electronic
documents, you should review the policy and
revise it to specifically address certain issues that
arise when dealing with electronic documents
rather than paper documents. The list below is
meant to help you consider whether your current
policy is adequate or if it needs revision.

1. The policy should consider legal obligations
to retain documents as well as operational
needs. Legal obligations to retain documents
vary by industry. You will need to determine what
legal obligations to retain documents are
imposed on your particular business. The
practical operational needs of your company,
however, may differ from your legal obligations.
You should determine how long you want to keep
certain types of documents and compare that
amount of time to how long you have to keep

them. Your policy should reflect both the legal
obligations and operational needs of your
company.

2. The policy should reflect not only the types
of documents stored, but also show where they
are stored. In a small company with few different
types of documents and only one or two
computers, this may not be necessary. For large
companies, however, with various different
document applications and many different types
of information on multiple networks, the policy
should indicate  on which server a particular type
of document is located. This will facilitate easy
retrieval if necessary.

3. The policy should give specific guidelines
on when an electronic document may be
“deleted.”  Remember that hitting the “delete”
key does not mean, necessarily, that the
document cannot be retrieved, so any attempt to
remove a document from the system may not
actually remove it. If an employee attempts to
“delete” an item prior to its destruction period
under the policy, you may be forced to spend
money retrieving that item with the help of
computer experts. If it is “deleted” pursuant to a
document retention policy, however, a court is
less likely to force you to retrieve it. The use of
document management software can help control
who may delete a document once it is created
(see paragraph 10 below).

4. The policy should have a provision that
details the steps the company will take to stop
the destruction of documents if needed. Once
litigation is imminent (which may mean before a
lawsuit is even filed), your company has an
obligation to begin preserving all documents that
could be relevant to the subject matter of the
litigation. This means you need to know how to
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stop the automatic destruction of documents.
Your company should have a plan in place for
stopping the destruction of documents – both
paper and electronic – before litigation is even
filed. Again, document management software can
help in this effort.

5. The policy should provide guidelines to
employees about where they are allowed to
store documents. If at all possible, all
documents should be stored on an approved
location on a network drive and not on a local
workstation drive. Otherwise, every employee’s
workstation computer may need to be
individually searched for relevant documents if
you are involved in a lawsuit.

6. The policy should have a provision
explaining that all documents on the computer
belong to the company. Employees should
know that they have no personal rights in
electronic documents created in the performance
of their duties for the company. Even personal
documents that may be password protected or
encrypted are still considered company
property.

7. The policy should contain a warning that
employees will be monitored for compliance.
The most carefully drafted document retention
policy will be useless unless your employees
actually follow it. The only way to ensure that they
do is to frequently monitor for compliance.
Compliance with the policy should be seen as a
job duty, not as an optional thing to do if there is
time. Evaluate compliance in performance
reviews if necessary.

8. The policy should provide for the
destruction of backup tapes. Do not retain data
on backup tapes unnecessarily. As long as you
are storing documents that you either need or
want to keep on some other media that is more
accessible than a backup tape, and as long as
you are not involved in litigation or anticipate
litigation, you do not need to preserve data on
backup tapes beyond the time prescribed in the

company backup tape policy. If litigation is
imminent, however, you should retain all backup
tapes that may contain relevant information.  In
any event, backup tapes should only be used for
disaster recovery. They are not well suited for
any other type of use because of the cost and
difficulty in accessing information contained on
them.

9. The policy should contemplate preservation
of metadata. Documents that are retained
pursuant to a legal requirement should be
retained with their metadata intact. Be careful,
however, not to unintentionally distribute
metadata outside the company. Make sure that
any copy of the electronic document that leaves
the company does so without the metadata
attached unless you are confident that you know
what the metadata contains and that the recipient
should be allowed to view it.

10. The policy should, if possible, require use
of a document management software system.
Document management software systems
require the user to codify a document in order to
save it. Using a system such as this, an
employee can mark whether it is a document that
evidences communications with a lawyer, can
mark whether it is a document that contains trade
secrets, can identify a project or client that is
associated with the document and even mark
how long the document should remain on the
system before it is automatically deleted, among
other things.
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