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EXPERT ANALYSIS

Director and officer liability for data breaches
By Lucie F. Huger, Esq., and Danielle Durousseau, Esq. 
Greensfelder, Hemker & Gale

If a corporation is the subject of a data 
breach or cyberattack, its directors and offi-
cers may be the target of lawsuits — includ-
ing shareholder derivative lawsuits — claim-
ing that the directors and officers breached 
their fiduciary duties. Instead of having to 
prove the common damages suffered by 
class members, stockholders opting to file 
a derivative lawsuit need to prove only that 
stockholders were proportionally harmed by 
the breach. This harm is often shown by a 
decrease in share price. 

Liabilities resulting from privacy/data 
breaches are not always covered by director 
and officer insurance. Therefore, in addition 
to taking enterprise-wide actions to protect 
themselves and their company from liability, 
directors and officers must ensure that they 
take steps to minimize exposure for personal 
liability as a result of a data breach.  

This analysis addresses the fiduciary duties 
of directors and officers in connection with 
data breaches, provides an overview of three 
preeminent derivative lawsuits following 
the Wyndham, Target and Home Depot 
breaches, and includes proactive steps 
that directors, officers and other senior 
management can take to minimize the risk of 
exposure following a data breach. 

Since many large U.S. corporations are 
incorporated in Delaware, which has a robust 

demonstrated that the decisions were made 
with some rational corporate purpose. Note, 
however, that directors receive the benefit of 
the rule only in scenarios where they have 
taken affirmative actions. It is not implicated 
when directors “have either abdicated their 
functions, or absent a conscious decision, 
failed to act.”2 

The duty most likely to be implicated in a 
derivative lawsuit is the duty of care. In the 
context of the fiduciary duties of directors 
and officers, this duty requires directors to 
act with the degree of care that “ordinarily 
careful and prudent men would use in similar 

body of corporate law, the discussion focuses 
on Delaware corporate law. The laws of 
other states may vary. Although they are not 
highlighted in this analysis, those variances 
are important to consider.

BRIEF OVERVIEW OF FIDUCIARY 
DUTIES

Under Delaware law, directors and officers 
owe fiduciary duties to their corporation and 
its stockholders.1 When making corporate 
decisions, directors and officers must fulfill 
their required duties of care and loyalty in 
order to meet their fiduciary obligations. 

Instead of having to prove the common damages, stockholders 
opting to file a derivative lawsuit need only to prove that 

stockholders were proportionally harmed by the data breach.

In Delaware, it is corporate directors and 
officers are presumed to act in accordance 
with these duties when making business 
decisions, as those decisions often involve a 
great deal of risk and it would be inappropriate 
to review the prudence of a business decision 
in hindsight. This presumption is commonly 
known as the “business judgment” rule.

In applying the business-judgment rule, 
courts generally defer to the decisions 
made by directors and officers if it can be 

circumstances.”3 It obligates them to act “on 
an informed basis, in good faith and in the 
honest belief that the action was in the best 
interests of the company.”4

The duty does not require directors to obtain 
all information available to them, but it does 
require more than passive acceptance of 
material presented. Specifically, it requires 
that the board act deliberately in assessing 
information in order to protect the interests 
of stockholders.5  

Ultimately, the question of whether this 
duty has been met is a fact-specific inquiry. 
Specific factors relevant to data breaches are 
included in the discussion of the three cases 
in the section below.  

The duty of loyalty is also frequently 
implicated in derivative lawsuits. This 
duty incorporates the concept of a duty of 
oversight. A breach of this duty occurs if 
the directors “utterly fail” to implement any 
reporting or information systems or controls. 

A breach also occurs if, after implementing 
such systems or controls, they fail to monitor 
or oversee the operation of their plans and 
in effect prevent themselves from being 
informed of risks or problems requiring their 
attention.
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WYNDHAM’S WOES

In early 2014, plaintiffs initiated data-breach 
related lawsuits against the boards of retailer 
Target and hotel chain Wyndham Worldwide. 

In the first suit, Wyndham stockholder Dennis 
Palkon sought to compel the board to bring 
a lawsuit against the directors and officers 
on behalf of the company in connection 
with breaches of its online networks, during 
which hackers accessed customers’ personal 
and financial information on three occasions 
between April 2008 and January 2010.

Palkon sent a letter to the board of directors 
demanding that it investigate and remedy 
the harm inflicted on the company as a result 
of the breaches. The board chose not to 
pursue litigation. 

Palkon then brought a derivative lawsuit 
against Wyndham and numerous corporate 
officials, alleging that the company failed 
to implement adequate data security 
mechanisms and failed to timely disclose the 
data breaches. 

The court dismissed the lawsuit with 
prejudice because the plaintiff failed to 
plead, with particularity, that the demand 
refusal was made in bad faith or based on 
an unreasonable investigation, both of which 
are required by Delaware law.6 

A board’s decision to refuse to bring a 
derivative lawsuit is protected by the 
business-judgment rule. Under that rule, 
courts presume that the board refused the 
demand on an informed basis, in good faith 
and in the honest belief that the action taken 
was in the best interests of the company. 

A stockholder may rebut that presumption by 
pleading with particularity that the demand 
refusal was made in bad faith or based on an 
unreasonable investigation. 

The court noted several key factors in its 
decision:

•	 The	 board	 members	 and	 the	 audit	
committee had reviewed the data 
breaches during numerous meetings 
from October 2008 through August 
2012.  

•	 The	 directors	 discussed	 the	 breaches	
and/or data security in 14 meetings, 
and the audit committee discussed the 
breaches and/or data security in at least 
16 committee meetings during that time 
period. 

•	 The	 board	 had	 familiarized	 itself	 with	
the issue pursuant to an earlier Federal 
Trade Commission action related to the 
same breaches.

•	 The	 directors	 had	 investigated	 a	 prior	
demand from a separate individual, 
after which they asked the audit 
committee to review the matter.  

The court held that “given the judgment 
rule’s strong presumption, courts uphold 
even cursory investigations by boards 
refusing stockholder demands.” Thus, the 
court dismissed the claim with prejudice.

TARGET TARGETED

The Target derivative lawsuits were filed 
in 2014, and they have been the slowest 
to progress. Four separate shareholder 
suits were filed against Target directors 
and officers over a 2013 data breach.7 The 
suits alleged, among other things, that the 
directors and officers breached their fiduciary 
duties and failed to properly discharge their 
cybersecurity management responsibilities 
before and after the breach. 

HOME DEPOT BREACH

In September 2015 a Home Depot 
shareholder sued the company and 12 
directors and officers in the U.S. District 
Court for the Northern District of Georgia 
over a 2014 data breach. 

The suit alleged, among other things, that 
the defendants breached their “fiduciary 
duties of loyalty, good faith, and due care 
by knowingly and in conscious disregard 
of their duties failing to ensure that Home 
Depot took responsible measures to protects 
its customers’ personal and financial 
information.”8 

It is particularly noteworthy that the plaintiffs 
in the Home Depot lawsuit allege that the 
defendants were on notice about their duties 
to secure personal information based upon 
the previous data breaches at Target and 
department store chain Neiman Marcus. 
This allegation suggests that as more data 
breaches become known by the public, 
directors and officers should be on notice 
about their responsibilities in protecting 
information, and a failure to do so could 

The company should ensure that its corporate  
documents contain permitted liability limitations that  

insulate and protect directors and officers from  
personal liabilities arising from a breach.

The lawsuits forced Target to create a 
special independent litigation committee 
to investigate whether the corporation 
should pursue the litigation. The cases 
were consolidated, and they are pending 
in the U.S. District Court for the District of 
Minnesota. 

The Wyndham case ended in a dismissal, 
and it is likely that Target’s defense strategy 
may be similar to the hotel chain’s. Target 
likely will assert that the directors properly 
supervised their security practices under the 
business-judgment rule and that each case 
should be dismissed. 

Although the pleading requirements in these 
derivative cases are high (and thus plaintiffs 
are not likely to succeed), the legal expense 
of defending against such claims is also 
high. Depending on the insurance coverage 
of the company, those expenses may not be 
covered by a general commercial liability 
insurance policy.

become grounds for a lawsuit. However, 
the outcome of this lawsuit is yet to be 
determined.

OTHER CONCERNS

In addition to the threat of lawsuits, officers 
and directors face a threat to their longevity 
in the affected company in the event that 
their organization experiences a data breach. 
For instance, in August 2015 the CEO of 
the parent company of AshleyMadison.com 
resigned after news of a data breach broke.9 

Target’s leadership experienced a similar 
shake-up when, in 2014, Target’s CEO and 
chief information officer resigned amid the 
breach and the company created a chief 
compliance officer position in the midst of 
the departure.10 

Lastly, in July 2015, the director of the U.S. 
Office of Personnel Management resigned 
after a data breach that compromised the 
information of millions of federal employees.11 
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MINIMIZING LIABILITY

To minimize liability, before any data breach 
occurs, the board should become well-
informed of the company’s cybersecurity 
practices and protocols for responding to 
breaches. A cursory, informal understanding 
is not sufficient. 

Directors should appoint officers with 
expertise in cybersecurity. These positions 
may include a chief information officer, a 
chief security officer and a chief privacy 
officer. The board should regularly meet 
with them to ensure their understanding of 
their expectations and plans as well as the 
execution of those plans. 

The board should also consider providing 
training internally on what is classified as 
personally identifiable information and the 
various ways that this information could be 
exploited within an organization.  

The company should regularly monitor 
its contracts with outside vendors that 
handle personally identifiable information 
to ensure that these vendors are properly 
storing, transmitting and protecting sensitive 
information.  

The board should ensure that the organization 
and its vendors are adequately covered by 
cyberliability insurance. It should also ensure 
that its risk management personnel are 

the prevention of potential data breaches 
and the steps it is taking so that directors 
and officers have substantiated proof of 
their actions if they come into question 
in connection with a breach. These steps, 
though not a guarantee that the officers and 
directors will be protected, should help to 
mitigate some of the exposure and risk in this 
increasingly important area of law.  WJ
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The board should also consider including a tech-savvy  
member on its board so it does not have to rely solely  
on non-members to assist the board in understanding  

often-technical cybersecurity issues.

In addition, the board should also appoint 
committees responsible for the oversight of 
cybersecurity, including the officers identified 
above and other members of senior 
management. The committee should meet 
regularly and report directly to the board.  

The board should also consider including a 
tech-savvy member on its board so it does 
not have to rely solely on non-members to 
assist it in understanding often-technical 
cybersecurity issues. This member may also 
sit on the cybersecurity committee. 

Additionally, the board should learn from the 
best practices of other similar organizations. 
One way to do so is to hire an outside firm 
to investigate internal practices and provide 
a report. 

The board should also regularly monitor and 
update its internal cybersecurity policies, 
practices and procedures, and it should have 
these items reviewed by experienced counsel 
as needed.  

If outside counsel and technical experts are 
hired, the board should perform adequate 
due diligence to ensure that such individuals 
are well qualified to perform their obligations. 

regularly addressing any coverage issues in 
the company’s own cyberliability insurance 
policy. 

Although the company may be covered by 
cyberliability insurance, the directors and 
officers should have the policy reviewed 
to ensure that directors and officers are 
adequately covered for their personal liability 
arising from claims for alleged breaches of 
their duties as officers and directors. 

To the extent there are exclusions in the 
company’s cyberliability coverage for 
breaches of duty by directors and officers, the 
company should ensure that this exposure is 
picked up in its D&O policy.  

Additionally, the company should ensure that 
its corporate documents contain permitted 
liability limitations that insulate and protect 
directors and officers from personal liabilities 
arising from a breach of their fiduciary 
duties. They should also review corporate 
documents to ensure that directors and 
officers are indemnified for liabilities arising 
from such breaches.  

In all cases, the company should document 
decisions of the board of directors regarding 


