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“Information is the New Oil!” 

 Companies are collecting and storing mass amounts of 
data on a regular basis.   

 This data may include information about employees, 
customers, intellectual property/trade secrets and 
business operations.   

 This data has value to the 
companies producing/collecting 
it, to their competitors and to 
unknown third parties. 



Everywhere 

With the popularity of social media; conducting business 
on personal devices; and outsourcing certain business 
functions to third parties, data breaches are becoming 
more prevalent. 



Common Causes of Data Breaches 

 Negligence 

Malicious or criminal attacks (hacking or theft of 
electronic devices) 

 Corporate espionage/malfeasance 



Possible Outcomes Affecting Business 
Operations Resulting From a Breach 

 Loss of customers 

 Damage to business reputation 

 Compliance obligations 

Government investigations 
(federal and state) 

 Civil litigation 



Headline News 

WannaCry 
 The United Kingdom’s National  

Health Service;  
 Germany's rail network  

Deutsche Bahn; 
 Spanish telecommunications operator Telefonica;  
 U.S. logistics company FedEx;  
 Russia's interior ministry;  
 French carmaker Renault.   

 
 



WannaCry 

Affected companies have discovered that their files have 
been locked and face a demand of $300, through Bitcoin 
payment, to gain access to their data.  

According to the screen message, if payment is not made 
within three days, the price is doubled. If no payment is 
received in seven days, the files will be deleted.  

As of May 15, according to Elliptic Labs, a company that 
tracks Bitcoin payments, about $50,000 in payments have 
been made relating to this attack. 

 
 



Told You So 

The Department of Homeland Security  
estimated there were approximately  
4,000 ransomware attacks each day  
in 2016, representing a 300% increase  
from last year.  

Last year, then-OCR Director Jocelyn Samuels wrote “one 
of our biggest current threats to health information privacy 
is the serious compromise of the integrity and availability of 
data caused by malicious cyberattacks on electronic 
information systems, such as through ransomware.” 
 



Legal Framework, to name a few… 

In the U.S., there is no single federal law regulating the 
collection and use of personal data … yet. 
 
That doesn’t mean that  
there aren’t laws with  
which to comply. 



Legal Framework, to name a few… 
(continued) 

 FTC Act: federal consumer 
protection law that prohibits 
unfair or deceptive practices. 
FTC enforces the Act and has 
sought enforcement actions 
against companies failing to 
comply with posted privacy 
policies and for the 
unauthorized disclosure of 
personal data. 
 



Legal Framework, to name a few… 
(continued) 

 Children’s Online Privacy Protection Act:  relates to the 
online collection of information from children, also 
enforced by FTC. 

 Financial Services Modernization Act (GLBA): regulates 
the collection, use and disclosure of financial 
information. 



Legal Framework, to name a few… 
(continued) 

 Health Insurance Portability and  
Accountability Act: regulates  
protected health information.  
OCR enforces HIPAA. 

 Fair Credit Reporting Act:  relates to consumer reporting 
agencies and companies who use consumer reports. 



State Privacy Laws 
 Currently, there are 47 states that have enacted data breach laws.  Some of 

these laws apply to businesses operating in the state, while others apply to 
affected residents of the state (multiple state laws may come into play in a 
single breach).  It will be necessary to determine which state(s) law(s) 
apply.  
 Some states have different definitions for what data constitutes “personal 

information.” 
 Some state laws require notification of residents based upon “unauthorized 

access.” 
 Certain states require a risk of harm analysis to determine whether notification is 

required. 
 Certain state laws protect electronic records, not paper records. 
 Many states require notice to the State Attorney General. 
 States generally require notice within a defined timeframe, but these timeframes 

can vary. 

 



Enforcement Actions 

 FTC 
 SEC 
 CFTC 
 FINRA 
 OCR 
 State Attorneys General 



Civil Litigation 

Potential Plaintiffs: 
 Consumers (card holders) 
 Clients or customers 
 Employees 
 Banks and credit unions 
 Insurers of banks and credit unions 
 Shareholders 

 
* Visa and Mastercard 



Individual Lawsuits /  
Classes of Individuals 

Damages: 
 Time and money spent on addressing the breach 
 Potential future harm 
 Emotional distress 
 Loss of privacy 
 



Banks / Credit Unions 

Damages are easier to prove: 

 Compensation for costs of 
reimbursing card holders for 
fraudulent charges 

 Re-issuing cards 

 Monitoring compromised 
accounts 

 



Shareholders 

Need only to prove that Shareholders were proportionately 
harmed by the breach. The harm translates into decrease 
in share price. 

 



Shareholders 
(continued) 

Breach of Fiduciary Duty: when making corporate 
decisions, Directors and Officers must fulfill their required 
duties of care and loyalty. Directors and Officers are 
presumed to act in accordance with these duties when 
making business decisions (known as business judgment 
rule). 



Shareholders 
(continued) 

But, a company can only receive the benefit of this 
presumption when they have taken affirmative actions. It 
is not implicated when Directors “have either abdicated 
their functions, or absent a conscious decision, failed to 
act.” 

 



Shareholders 
(continued) 

Duty of Loyalty: there must be 
oversight in implementing systems 
and controls and monitoring these 
systems and controls. 

 



Proactive Approach 

1.  Do you know what data you are collecting/maintaining? 

2.  Do you need all of the data? 

3. Are you collecting/maintaining the data internally, or do you 
use a third party? 
 What kind of agreements do you have with the third party? 

4.  Do you have current document retention policies and are you 
adhering to them? 
 Do they need to be revised? 
 Do you have any current litigation or threatened litigation? 

 



Proactive Approach 
(continued) 

5.  What kind of physical security are you using and does 
that need to be updated? 

6. What kind of electronic security are you using and does 
that need updating? 

7. What kind of oversight do you have over the IT Dept.? 
8.  Is there a federal regulation or other guidance you must 

be in compliance with?  International Data? 
9.  Do you have cyberliability insurance and D&O insurance         

that adequately covers breaches? 
10. Do you have an incident response plan? 
 



Incident Response Plan 

Components of an effective incident response plan: 
1. Formalized 
2. Identifies key responders who are part of the incident 

response team 
3. Incident assessment – what occurred? 
4. Incident response measures: evidence, external 

parties, law enforcement 
5. Corrective action/mitigation 
6. Final summary 



NIST Framework 

A framework developed by the  
National Institute of Science and Technology 

 

 It is a voluntary risk-based approach to managing cybersecurity risk 
for all types and sizes of organizations. 

 It is projected by Gartner that in 2020, 50% of U.S. organizations will 
be using the framework. 

 Provides a template to help organizations understand their present 
state and plan for their future state.   

 Assists organizations to prioritize. 



Anatomy of a Data Breach 

1.  Notify those within your organization of the incident 
who need to know:  
 Not every incident constitutes a breach that would lawfully 

require notification. 
 Internal communications could be discoverable, so be 

careful what you say and how you say it. 
 Note the date and time of  

the discovery of the incident. 



Anatomy of a Data Breach 

2.  Assemble a response team, both internal and 
external:  

 The team should consist of: 
 Key company stakeholders 
 Legal counsel: since civil litigation is possible, an attorney 

knowledgeable in breach issues can help to keep the 
process of working through a breach protected by privilege 

 Forensic IT firm 
 Communications expert 

 



Anatomy of a Data Breach 

3.  Investigate the incident: What type of data is 
involved, what are the circumstances involved, 
how may persons are affected. 
 Carefully plan/strategize the investigation before you begin. 
 Keep language of the investigation easy to understand. 
 Interviews may be appropriate. 
 Document the steps and findings. 
 Involve law enforcement,  

as appropriate. 
 Involve insurers, as appropriate. 

 



Anatomy of a Data Breach 
4.  Determine whether the incident constitutes a reportable 

breach: Look to applicable laws and agreements and 
determine whether there is an exception. 

 Federal 
 State 
 Contractual Obligations 
 



Anatomy of a Data Breach 

5. Contain the breach and mitigate harm, to the extent    
possible. 

 Is it possible to retrieve the lost/stolen device? 
 Is it possible to “wipe” the data from the lost/stolen device? 

 

 

 Is it possible to arrange for the 
return of the data erroneously 
disclosed? 

 Is it possible to enter into a non-
disclosure agreement/attestation 
for return of data? 

 Disaster Recovery Systems 

 

 



Anatomy of a Data Breach 

6.  Notify  

 Affected persons 
• It takes time to find up-to-date addresses 

 Law enforcement 
• State Attorneys General 

 Government 
• Department of Health and Human 

Services 

 Third Parties 
 Media 

• As required under federal or state law 
 



Anatomy of a Data Breach 

7. Respond to inquiries. 

 Do you need to establish a toll free number for inquiries? 
 Do you need to establish a call center? 
 Have you established a  

triage team to address  
unique customer concerns? 

 Have you established a  
system for addressing  
press inquiries? 

 



Anatomy of a Data Breach 

8. Improve processes to avoid future data breaches. 

 Have you considered a third-party audit to review your 
company’s policies/compliance efforts as well as its 
technical infrastructure? 

 



Hand In Hand 

Outside counsel to determine compliance obligations, review  
internal policies and policies of insurance 

Outside IT Firm to perform technical review of security 
architecture 
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